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sttt AL A B EEE L, o [ K s KR A T R A

2024 4F 6 H 3 H, LRESUETTMBAL AR R (BT 2024 F e it Es
Bi 52 Gy AL B AT 30 a0t $8 th, <88 2k 23E 85 B i i g ds VA R
X ABBNLES K ESNGE. » Bk 5 FHRER] . b E RS B s
MR AVl a1, ARXBUTAET AT T R aE &, So)a WA B % ik
BEHEAT 78 70 R, B0 E IR AR S ST R S B e R Vi as e R AR s ARAR
AR X s HEA RIS R DR E&R, 46 BiEkhy, #iE
RS Fg RS 5 R

EHREETE ST, RSO RE, Wi, Rk
izt g Ae, W BRI E NS IR kiE g ROR . AT 5t
VAR5, BOR <9610 iz 4 B 25 I R0 ARUE 1

MR T wis, BRI EE R, Wl O IRH D, geigK
PO E . S 2R aERNE S Cnx A, FAE eSS, mHEREE
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SEMHAIS, HOIPEE AR O e BT BT, IS A
FATHLER 24 F RN, BB IR A T, U5t R (R A
AR

RIS, FHE E S R 1 200 A E R R R 700 £ 0H % 5
SRSk, BLA A A0 B B4 M 300 A%, A B 3200 FEK, 4L
W ATER A AU, AR 0 9095 TS 7 DL R 4 0 5 e

BIL, 2 IR IR ES SR TS, B BE T TR R R
IEAAR I BT, AT 0 KR SNS5, B L B AE
58 5 21

i R ML QU BT IS T, B HEA T 9610 MHZ 11 F BT B4 0 it
Wiv 5 S EIR. R AT, HTEL R MRS AR AT b
WS PR ATk M S, AT SIS Sk — 2R B MRS — o, W%
W1k, BESCILBS ST B IR OB, S T % A AR IR

85 R T B K 0o D 5 AT 2200 K
T 1 A A TSR (TS SR D, R SRR M S5 KL T R K
6000 - Ko M H 1 1 A0 D U 1 P 2 BL AR 5
TR, KA EE R, BRK. BRE. KK, SRR RS
AR, G0 5 T 5 R . MR

LB L 96107 HFIZ 1 T 4L S HOR TN T, % T B . ST
SR T 5255 R R AR, % YA 36 B 7 5
LS, ARSI AR LI R A B RIS (S B T %
TSCRE . 50— 5 0 TV IR CT LR 46 5 8 20 ) 52
SR A R T BV A T PR T

MR R IR, MR R R LR T G R B VS
WAL FL AR, S bt T b LA, B R TR AR LB Y, 7
56 035 B TR U B 45 T R A M 12 B R, (AL
RIS A%, o) B2 (BT A IS 7, R 296107
B TN 25 U, TR P R R R, SR 555 o
21 55K Tk

RIE: EXHTE

https://www.toutiao.com/article/7393331307802673701/?upstream_biz=doubao

&source=m_redire
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56 R IEfE AR 5 BUR 2 J Xt

B 5 [ ORI WA H L, H AR S TN RS e A e L S SR 1Y
e R 3kiE T —ERE S (FAREBUF RS, B rkie ~—
SR S G, H 55 BUR MR & AR 2R TF B BUM 1 52 5 BURSE At {5 &6
R, MAENEMER S, R AR, Aok A P AR O A 1
301 kAL, WAL G S, RIS RE, FRAHFmET D
TR LU R e 5 = e A SR WA B S 5 5 BUR, KXt R 5 T E 2K 5
R A2 Kb, (A RTE.

— FREBUFKIXER 5 BRZN

FEBUR 5 AR B BUF A LE B2 28 5 R W3 BUR X A [ Ak
e 301 BN B M oh, A S 5 B IEOR . 5 5y BOR AN P B DA KRB
BUORM S & 07 s 1.

1. ZERFXTAE 301 AP SSBLRE I H 7 B KR 32 1 8 0™ b R B

FE& BUR S AR 4E 5 1 RE B BUR X R E R O P S E I RS A Ah 301 SR TE
Wi, BIZ) 2500 1235 70 AR AR AN 25% 8, 29 1100 12,35 707 & AF W& o1
7.5%FFi o

2024 4F 5 H 14 H, FEBEUM E AR £ 180 123 7 H B E P 5 B CR
R 301 SCBL, Lo b [ BB 21 301 KABLHR = E 100%, Xf 2 F 4k
KBHAE L 301 B F B 50%, AR A RISCHET ). ek, 8. D
S ALRT S 25 11 301 SCBLHE /R 31 25% . HT 1 301 SCBLRE R 2 T 2024 4 8
H 1 HA R, BleHER.
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2. BALH BB BT R W O B

TR BUR X4 51 5 8 il ZR AT </ e et B o, RIS ] v ] PR A 7 %
Y. HAT, GEtESE. NTEBHE TE R ARCHMN N mhE,
FEIX LA SR B AU 1Y) 5% B Aol g i H 11 L B L 28 BEE A At 48 ™ 6 PR A

TR UG 2 W BT 0 St AR 10 H DV e, R B 2 1 o [ Al
FUNSCARTE L, IR 54725 H AN S [ 55 EUE o SRR o D s, IR
il A DR A il g v [ A2 PR A AR BOR . B MR B4

P BTG BUR BT — 5t U BB AL CAE B AR o, 7 R0& A h B B4 i
R, FR 1 o [ o e 3 g 0 ) SR

3. HEH SRR ALBR, RO AN B R S

REBUFLE MG CORMBERER) A (HlIEGEAKIESR) » A5
XS A 5 P ML AT AN I TR FF

Hp GO AREEER) 2l S iilid . BHT SRR ZEF g, B
brafE. TR B RKIEEAEE, BN 527 (KR ITTBUNTRR, WAL K IR
xf A AR AN BT L IR . CHIBAEAKIE D) 20 Bl B BB IR
i e S (1L L T (10 AP U AR ALK 4

4. A GBRNBEFEML S

2022 £ 9 H 15 H, HEZEFITHS, Bk EE/NE #5752 7 2 (CFIUS)
PNEEE ESCINEE - A B E B S oty e Ui TP NES RN 7 I

2023 4E 8 H 9 H, FBAE 14105 SATHS, BIRAZEE (156 H F A0 4
TE [ LE Y (R BT <32 OV R R #e B RO T HROR . BT EEHEARRA
T AedUIE. 2024 426 A 21 H, EEUVBERRAA (BN , 4467 R
i 485 It o

g BRTIR, FEBBUN A RBUE I RS PR A A S A
7B %8 R B UG R0 6 51 T B AR T R . e BRI N SR E A
g, HRKMESWMBFEBUNMR SBOE, et — Lok x4 57 5 &

32 EERmEREEESR
2024 - 09



WA

plil

St

il A0 51 A
T R RAE IR T RE RO 4R ] 5 UK B

MRE R S5 — AR IR A, BT R <Se B0 BUR, X Hh B b kU
301 AN <AL AR A 5 [ il 3 b 5

R B ORI 57 20 AR SRR A 8, % oy [ Ay o B2 ) 5 0 T DA AT
JEBR . $EAMEARTE, 0 RRF B AR, SRR R RE AR M BUE K, KR
W Ny it R R T AR 5 2 BUOR o 2023 4E S5 H L SRR A FETE A BLIE 36 s 5E 4
REGI 2 2 AP U IE 2 EARIE, R4 rp S Res e e, JRet )\ sk £
ke (1D 7RO A SCBAENIE Bl T i e i 2 B 31 SE XU B 5 P-4, LA
ERIUHIET RS KAZFE: (2 WO EEARRAE B B A
i (3D HE—DIREIFEM BT (4 RESEEMERT: (5 R
i B 3 5 B P F 90 L K 2 5 o [ S A R AT R D 0 B RS PE R R IR 7T
BHER: (60 MAAME NARILEME, MR b EAL BRI IHEN: (D
5K 35 [ 0 51 2 RO s (8) BB Y 800 22 7T LA R B SR AL A
VAR . SRR VETE 2023 FERRMFE (HHIEBH) , HEFRKBH
ok LA K 4 3R 57 5 30 D) KF K 15T SR D R, A e — A BU R BT R DL B B A L
HIF G 3 R M, X — R ECT R EHEL R . TRMER, K
5% [ 50F v 6] A5 s b 7 P 2 B R o T DATRONL SRR A VR A B MR B 5 UK
F LORF B 35 — ARSI ) OR 4 32 3C, #E—B  A RER S A% R

LAHER R E R RH —RHRA S S0, Xt E H 0w &S EY 60%
BA_ESRBE B AT REHER D o

H AR <SR IRy B A B KSR — M N RO 10 5 5 il PR, X —
IR Gy AP R AR R, /DS 5T 50l 22, el oxk b [ T o 11 £
W, TR [ G Y, sk L=

RF B P PR I e, A] RE K 2 B0k 1 A RN 10% KRB, X
A [ T ARG I 60% K R o R B A T 58 B2 5 2SR SR AR, 2 KB
U5 SCRF - SR 5E 5 St w] REFE L T2, (HL5% [ I e ™ 2 Y38 B B K S
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Bl SAE 51 0 58 B 5K B J A B I B8 9 A, X 3 [ R AT M AR AT TR RO,
DR st DR of w7 it 3 486 0 60% 5B 1 RT REPEAN K, 1T Al BE F X9 KK
S R HB 3 77 i R B AV

2IEFFEUE R E KK AIER R HRA (B PNTR) Hfr, BEHRTER
& 2 FHE e

G HCVE A E PNTR Az, =R E B 38 B 72 R [ 2001 4E At 57 5
MGk T EH PNTR FIB R i B E R . 5 S M FE 40 75 B 2L H E 21 it
PP, SEEB g H @S E R Z AL, R ENEH H RN KA

ERFEENRZ, XEESS AT 2021 45 5 4 H ZOREUH + E PNTR
AL R 44 R (B 5 Ok 15 %) (China Trade Relations Act), Ff4& H
2023 SFFRAKIZIE S, KSR ERIGH T [E PNTR Hifz. FIHGH PNTR ¥ 3h £
R G B, FAEEMRRKMF SIS, EamA&RGHHE, Arrk— D20
%,

JREERIBEH (BEERHBE) , SIRHFREBRENHE, WEKRE
R REIRIT A

(EEED BIAZC B bR 0 X A AR A g (1 4 3R B0, 58 e U
AP BAR G . R RS AR, TR 2017 fF 6 HEMEEIBH (BR
hE) , FHEEEET 2021 42 H 19 HEAMAEEEFEH. 05508 =
BRAT, WAEMRRFUGEH (EEYE) , B LSRR,

R B A 5 AR YT HE R B S I R RedR R A CRURAT B
TR FEEREIREUR, AR AR GE . FFRIE AN R CGEAK A
WL Z)  (IRA) , FRHOY<SEE Pyl B RImA, JEr a8t T 7
FBUGFRIE R REIRBUR . WERF WIS Fk 0E, £ O CEKEIRIZER) ,
W TCI% P W o R B B R 3 SR e 2 L A 30 5 R U 1 B AT BE VR BUR
BLFEERGE T BEUR I H S, PR S SR R A 7 KA, BRI
BT MR BR 1], R BCA LA A0 R AR B AR %

4T RSN R P EBRREHRE, BRIEZE (FEOC) BURTIHR
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FELE, Fom b E BRI EEA R S E T

FERFHIE 50 — AR, P A SE R BT AR R 1%, SR 2 — 2 SE A1

BB & i x (CFIUS) MR sy M 5 % a1 b R (e & 5,
FBUBRE AR S BB R AN (ICT) U3+ B 52 3 25w ™A% PR . o,
S B N ) IZ BRI 5 2018 4 8 H A A 2R @ 1 (A B XU e
BIAAMIEZE)  (FIRRMAD |, JF7EFF & AT ] A 3RV SE

2023 4F 12 H EE G K A FEOC MV Refare, BIEVRSE Clfik i
WIEZE) ARER. P E. RP . wAEE. FRARTE . s A R
AR, KB INE N FEOC. X TR & BRI B s, 2024 FHHARE
EAEATH FEOC i 3& B4 36 i sy 414, 2025 EJT 46 MBS (14T H FEOC
FEHL. N L EREN R B )

FEOC B 41 7 M v [ i sy 20 r L B Ak 3t JE Se [ i 37, R4 6
Ak, e EREIR 4. WERAFIIE HIR HE, FEOC BUK Al AE /i Hs
B, AT IRPUH -

5.7 HigS R A K RS E TR K@ E T RE 52

FECRFAMEL ML NP E (USMCA) RIHESN T, 38 85 2 [A] B 7 B2 5
SN, AReEE P e E E A B . R A, R R
o [ £ SR PG AR B2 T IR R HEN SEE AR 100% 4 2 200% K KA« 4 2R RF
B BLOR 1, 5 [ AT e BE K ) 58 o v R o M B AR 7 i G e R
PR E N SE [ T 3 )3 0

2024 45 15 H, REX RV E RS, DRVEI. 2 K
F ) IR 7= il RS S A S AN T AT o iR e ot 7R T Y [ e R 1
TN IIER G v RETCIR ST B, 33 okt o [ Ml A AR R I A 7 N 36 [ T 3
W EERSIE B M . P RATI, AR RTS8 7 B — R Rk 36 ] A
I o] o 5] A Ml i A5 AR 7 N 3 [ T 3 A X 3

6.EVRZGFESRR (IPEF) HHESNRINTUN, HTeegiRER, NS
R 14 F 5% e T A PR
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FE UG R ) IPEF, BAEE - NEEINSERERR, BIRERE
FEENRH X Y 5F 0 /7, IR DU of A 123 X 52 77 . (HAEAT IPEF A
AN TGO , VR 22 R 01 1 I R BE it 56 B PR 0 B SGE R— . DY K% DA
PERBE . FERN . AFR S RIBETEER G, H ik R EAREE IR A
BEN N, HOCARZ N EE A%

IPEF HHEBh 3 FE 2212, i Bt R 7R B IR 2k ks 57 B PR Bk IPEF . IPEF
B H bR gt N8 L E AL, Hl TS, B ar E sz 30520 AE X
HIR.

THEHALR (WTO) KIS A 1E 5 n b

R B RS AR, Ui R R 37  SCFE i, 50 <3¢ [0 S 1 i
S, AR BRI T E PR S 5 Rk R R BUFHEYE WTO R g
A RN RA TR 5 AT 9, 20t o [ 51 5 O . 5 [ 3L 22 g 2458
WTO, % WTO i R aT AT AR A KK 1. WTO 1) B VRHLG R A 1k 57 5y 4 i 1) 5%
WAL, (HbTRER X, ZHAE 2019 FIRSLbs E o ibsik,

R WG SECYITR], WTO 585 11 IRER K & R A B BT 38 B s i 1 R
FEEPBUHE, WTO 25 12 (R 13 K WIS 17— MR . W
RFFUIE ER FE, WTO ke = @R A, WTO @ (¥ 2 14 52 5 1Al
REARAMEL) RS [, R B (1 5 ) WECSRORE BE N 5% R0 2 3L, X B2 G Ak A 1 B
T 5 Gy AT oy 5 R SN A

= MXPER

Jee B3 [ R Jm M 8 51 B B, A e LM Rk, AR U SR B UG L
AR Z BORIN LA L, S dkszan b x4 57 5 5 il A4 53 o 2 O 3 30 7 b A M
K .

WARRF I HIR AR, ATRE T PS5 5 Frin, i 5E e QB
DB B e o B Yl PNTR A7 A7 A2 — 2wl etk 5 AfRs Mg 7 BUK =,
i el A% SRR AT, IRAHT RETR A . bt ml e BE K 7 R Bl 4 v [ g o1
BB AP I LR SR A A SCE T EE . FTLAHUL, SR K stk

36

EERmEREEESR
2024 - 09



WA

plil

o

RGBT IIE, AR 5T 5 ROt R AR 51 5 BR A R T
Ut A A AR R TR X $ i -

e, Bl NEE R 2 e, DR R SRIR KR, SR N
BERPEAN R G TE . TR EXRE P EHRed L, JEHR B SR
it AT RE FL T 55 77 i ) R R BB e AN = g4k, Al Bt — 20 gk i S B 1) 22
Jett, MARFIE. s aFSe it — 0y R 2 3L SC A LRI EE A S R 2R BN
- ZRWCORT AR AR i XA fE 6

HR, s AN B B 5 G, A N 36 B B 2 51 5 KD IR AT B
PRl BROKIEIE R R BLEE 22 41, 5% LR 9 A0 B2 5 RT PAE AN 57 ) PR 4 it
LA X r ] b b i A R B ) S R T AT el o Aok N A TS o HE
FHCEZ, e H a3 AU B 5 st A I A2 B 2 R

a5 [ A SR A L R BE A Aol IR S TE 7 L A G A
R R BORA A 274, JCHZE X sl 25 JeDON % B S5 8T RE IR Mk 4b
MEBUR AR, B i 55 SRS

(CASCH B RUR R CRE) AT 3 55 P {5 el MR il (AL e D
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fay iR Se B oy OB HIF A HiEREREF

7N B SEEH O E R =R ERPHY T (Dual Use). F /&
Y% (Munitions). ¥ AZY% (Nuclear) o AN[EFSEEIY 5 B AS 6] B9 47 B
11 ARIEAF VAR BGEATE . Bilan, ZERMHY T EERESE TR
#] Tl % 4= J5) (Bureau of Industry and Security; BIS) 1 57 & 55K 45 3= 22 H
1 & 1) 24 47k %€ (Export Control Reform Act of 2018; ECRA) 1 [EH B ' 2UIRES
ZHEM 175 % (International Emergency Economic Powers Act of 1977; IEEPA)
GE: ZIEFRBRAEEY L &S], (HX DS s AT B HER D,
EwRP e EE B E SR T e E A 5 8 #il 25 514 (Directorate of Defense
Trade Controls; DDTC) & 4 2028 i 1 & 174 % (Arms Export Control Act of
1968, 1976; AECA) 157, WAZYI B M Bl W His 1) /& 1954 4F I8 1L i) 4% RE IR A
( Atomic Energy Act of 1954); #% fit Y v & MR R V8 i)l A% BE TV
Z 14> (Nuclear Regulatory Commission; NRC) 151 ; ¥ 4% 352 A M H GE I 36
(Department of Energy; DOE) f15i; 4k, BIS A1 DDTC WX[¥W¥M%EH
Hl 73 I BURR o

BR s 8 A1 S 55 3 AR B 5 B, AR SO T2 B4 41 28 RO FH A0 B8 1) L I A
VFAHIE AR o

—. REHBFFATREDME

TR HPBE O B LR (Ttem) FEZK (Country) A
. AERPATH DB HIE R AT B, W B VE CExport
Administration Regulations; EAR)FIE | Xt ¥ H () (Destinations) f ¥
ABUR . REJLFFTE B O #4E T EAR BTG HE MY, 2019 E 03 {H
83.3%MEE H N1 HJE T EAR IR . (2, HATRME 13.7%MH
DI s N (55 30 #1135 #)  (Commerce Control List; CCL)iJ& T
HAE R . EXE IR E R A B mimyh, ZREHEMAFE
HU H VPR (No License Required; NLR), 3% & By H 1H SR 2[5 52 (1] 4n
Country Group A:5 FJH F) AT ERE H NERIVFRT 1. H4b—FiiE o2
YRRl 7k (License Exceptions). f& Sk, V¢ AT 51445 2 4 SR Hy s A Lo
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UF B H 132 5 10 4% s B 2% AR 7T DL 2 VP mT 9 A AR AR A, I DK AN 5 22
HE H OV BV T . AR ¥ BIS ISR SEit, 7F 2019 4FE 36 E A3 H Ok,
A 0.4% M54, BN E 63 123% o7 Z g th g HIVF Al . XX 63 123
JLI B, BIS ®EE 1 32, 993 RVFRIHIGE, itk I 85.2% M HIE,
iR T 13.3%, WAXAEZE [ 1.1%H HiE .

EAR [ (2580 dliE 5)  (CCL) B T 75 B2 H i 1014 il ¥ AT 10 7
MG, ALY, HARMBE. R EATR, CCL A 10 ANA1, FRARHE
DR, XA RAAH. MG HRY, RGN REH A,
A% H O #AY (Export Control Classification Number; ECCN). &7
ECCN, BN Bl 8 1) B2 A0 2 v W RS H 0 ] 1) SR

B4, BAR B —AE TR AR I 0 B (X o AR R R, A
ZH ) AN 8] [ VR A] SR AV AT F AR SR . BIS W B H — PR T 54
()& JF 0% A 4 B8 (Consolidated Screening List) . iX />4 8 & IF 1 1 5%
( Department of Commerce) % Bt (Department of State) A1 I B #
(Department of Treasury) ) 11 AN &4 5, Fi H T 38 B BURF R 1 5 H 1
FH IO (Reexports) fIHARAE 5 X % .

EAR J&EFE— RAFFRIH 1, R 9L H H H” (Deemed Exports). “#i
5] 36 i 2 M5 R (Technology). i Mk A 2 (Know-how) Al HE Jin %5 JEACAS
(Unencrypted Source Code)fE 2 [F 455 N 22 &) 45 5 73 [ 5 FI B [X 4h [\ (Foreign
National), X888 54 4 40 A HY OV & X e v N 00 B 5%, 1 7 22 i HE
HIVFAT. 2019 4, BIS ##r 1 1, 124 fE<fi v & vrar, fbuk 73
85.7% M HITE, TLEEFIBE T 14.6%HIHiE, H487T 0.2%MK ik,

. HPEHIFE RIERFUERER

ZE R B i A R T R R 3 4 9 B K %2 4 (National
Security). #FZEHE (Foreign Policy) AIERi%E Bk (Short Supply). X il )
ERFARY I OVERT, EAR SRR 55 5 AT o & A E . (A2 EAR [A
I B2 AL 55 e [ B (Department of Defense). AEJf# (Department of
Energy) & 2% [A AT HE 22 19 H 10 0] H1 I S
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LI OB B ENEE (Review)

MG EAR HIHLE , T 55880 BIS LWV Al G 1) 9 R N #EAT#) 20 Ak
B, fEHLUR RE:

(1) FRAFAEIME B

(2) B Fp i A e B AR T, 9] 4 ] s 0 Bl e S
(3) BN HE BETE B 10 22 42 43 S I Uk A 12

(4) IR [a] FH 5 I 95 R0 0 /5 VT

(5) #EFHA];

(6) HENHIEE LV,

FEXS IR F A B A A T H AR S DL T, W AR TN % AE 10 RN T
o 55 B R AN FEWUAME S o 7T 55 BN ZOR B H B A fe k. AEUS BV Rl HE
30 H B B e i) &5 15 5 30 HN, i A% &8 BIS fe it i, it
HEBRE IR VF R HIG . I RAR M HERR IR A P g , I H AR AR 1/ B AR IR
ALY o IR AZH AL AR TTAE 30 H IR 4 A E L, R e oyt v
55 B I B 2% TR E WA SR R L

2.5 BIS R B4 (Intent to Deny) EREH %8 (Reconsideration)

BIS 745 44 VF A] HUIE 2 A, Gl H 2 45 Tl A H s N R 48 VF ] T
(Intent to Deny License Application). 7= B 2485 0] B i [ 38 0% EL 4

(1) fH4EHFER R K
(20 B E AL R 5

(3) ERFEREEK L EMIPZBERRATSE T, 5 EEE4VF ]k S
B R8T 3R 5

(4) J& A AEATE SO IR &) m] AR A8 BIS H3ET =% R i VF W] IR F i
(5) frh Wig A @A BIS R M4
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(6) LFiFFEF (Appeal Procedure) ) A 47 ¥ .

MIBEHIZ HA, HiENA 20 KB E X Z e E B N, %K BIS =
WA R AR EYOE . R HIE NI ER BB E R, BIS SEENEE
Ja 5 AR IE N E T MM iR . (HR, BRARTEE & H M 45 R
N HE B R R 2R 1 e R T AR, 5 AR 20K o iR A TR GE , BIS
W AN 22 TR E— B

3.5 H B I AR T 5 K B L (Appeal) F 5] ¥ 5 2 (Judicial Review)

HR4E EAR M€, — BAEL O RARE, HI1E NKAH 45 RKEFE A £
B BIS MEIF K (Under Secretary) HE RN @HEIFH T, & 471N
B 2 A E AT AR B PE A (Assessment of Foreign Availability). 41 5% A # [H
JIR) B mT DASE 5 [ DAAR 00 B SR 4 R Al e VR R R A 4 e AR T
RE AR AL

H I N 7 DA A T 2 B 90 268 ok e N 12 AR B A8 i R A B
Hi o FIE NG AT DAFE R B WO 5 i K2 AT IR IE AU iE 2 . B AT BLdtt
AEBI 2 AR IR A IE & I3E K . AR AR IE AW 2 (938 SR A5 BIHEHE, B 7%
AR OLAN, TR 24 A2 SR BRI X 2847 o @A W RARR 1) 2 i iiE 2 1\
oo WEIE),  JF R E B A H AR R W AR e ]

P75 F8 2 WLk TE W RE T, R AN 32 925 o 5 i P ) I 40 0 T £ 24
W, BN 5 g FHOC I BT A RS AR A B 2 P G . I K A
e 281 52 180 HR 3R S BT ) P 1 S T R E Rk IR RN . TR AT BUE
YO ] A 1) B 4 TR E

R HE AT R W R E AR, &5 RO & A A2 R 36 [ BE R Ml [X 7 B
(U.S. District Court) fEEYF1A

4.5 FIHIIEAEFAT B RRF B HRFERF (Dispute Resolution)

Tt V& VP AT ) e I RV X 2 AT G, SRR H R AT
M HHEFE TS A AR RN . XL B R H— A =2 B R S HLE 4
o SR DENLE ) B i 2 g AR O DV B % 22 il 2 (Export Administration
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Review Board; EARB), Z5 i1 2 [ 3 J5 B 7 45 38 S0 FHA T s 1] 25 OR0 L [ B 34

B K ARANZ A 2NE 0 ZHKEKE < EE (Chairman of the Joint

Chiefs of Staff) 1 Je 4% # Jaj 324 (Director of the Central Intelligence Agency)
TXAT RSN, HRRARER

EEHFEFEZERSZ THE2E OBREHZE NS (Advisory Committee
on Export Policy; ACEP). 745 #8 £ 5 th H R K 2 X ANE RS EMN;
EARB H AR B EE H LSRR Z2X AN R RSN .

W RS NI HAT R 24 (Operating Committee) 2 X AN+ W AR HL L
HIHZE =E9, A EARB &I TR A . AT 2 51 2 10 32 % B 55 3B
KAT- A F [F) B $EAT B 2= 2 2 AT BURL 15 (Executive Secretary).

SRR IR T NBATZ R & (0C) TFUh, PATZE RS K & &%
ASTTRY R L, FRAENCRI R I 14 R AR Al A HE

X R E , AR AT LR & & = (ACEP) & Eiff. &
WG SEWE EVREH 11 RARX EVRIETH &, JFEATHRER .

]

EERERSIERZHRE G TR, FEAE R W R 75T L]
DAgks: BIRFIE TG K 4 (EARB) . & HIH 2% RSB AEIRE| EiF
JE 11 R Py I 4 B e e b R RO AL R 45 SR B T R 4 08 A A
FE HVF AT B I 90 R N T8 o

FERFIRTE LR, AN I B 3R 2 53 2 I Rk 52 36 ) BLAE EARB R £
Bk E M IR W IZOUE EIRE RS G0 VE ] PR SRR R I 8] 3 A PR # o

BEORER I -

1.15 C.F.R. § 730 et seq.

2.50 U.S.C. §§ 4801-4852.

3.The U.S. Export Control System and the Export Control Reform Act of
2018.

4 https://www.trade.gov/us-export-controls.

(CARSCHAERT YL CRfED T 55 prR Rk S M AR D
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B

The Role of the New York Department of Financial Services in Data

Protection and the Practical Extent of Related Laws

El

Introduction

o}

i Sl S e L /AT RRR R R VAR S Lo I W (A) SR i = B2 L ETRF R E S TP AN S
HRN T A 51 S A AR e e o [R] 3 [ 1 Bl B AT M SR K R 9 I
HAE TN SRR, E N MBI AT I e, o T8 i o
A5 N BL RIS 2 T ) 25 TRV

As various Chinese companies establish overseas branches, compliance with
local laws has become an increasingly concerning issue. Similar to China's data
protection regulations for outbound data, the United States, as a long-established
capital market, has state and federal legislation governing data regulation.

Hor, fFARARZHREEMIF A EALIETFZ 5. ik 5o bl Lk
[ UE 27 28 55 T 3 = K B k0 44 WIAE 22 28 5 BT IC SR AL 29 M, Hxh T e i 2
ISR AR 22 H R B AE I AR T 21, O HL Ao 56 [ A L 2 R IR J= 1
L Ja SAEMBHE IR R .

Among them, New York State, as a gathering place of old capital and with
the New York Stock Exchange, NASDAQ and the United States Stock Exchange,
the three internationally renowned stock exchanges, is naturally at the forefront
of The Times in its data management architecture system, and has become the
object of future legislation and reference for other states in the United States and
even at the federal level.

A 2N e AR 55 e 7 e Bk A O A2 N 1 AL, TR OR M
N Rl I R E M 4. AE SR BHSORE R FEE R T, NYDFS AN s
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AN 5 AL (S B BOR GUS A, DARIRE BT % SR K B B A XU . A
Joi SCECR PEAHER T NYDFS £E45 B EOR M E A, 5 o 4 el 1 € 19
IRAAIA SR SR o3 A, A RESS BE e T A LA TR B3N, S BE T 1 0
5 15 B2 R R T AR E L2 .

The New York Department of Financial Services (NYDFS) is the primary
regulatory agency in New York State, the global financial center, responsible for
ensuring the stability and security of the state's financial markets. Against the
backdrop of rapidly advancing financial technology, NYDFS continuously
updates and strengthens its oversight in the field of information technology to
address the challenges and risks posed by emerging technologies. This article will
explore NYDFS's role in Cybersecurity regulation, with a focus on recently
enacted laws and related case studies, offering readers a glimpse into the most
cutting-edge legal provisions in the Western world for information security

protection.

NYDFS fiift
Introduction to NYDFS

A2 4@ AR %5 )55 (New York Department of Financial Services, NYDFS),
B #K NYDFS, mOLT 2011 4F, A& i R 412 P R AT B AT DR &8 & O M . 3
FEP TR EERT . REAF L ARG (MSBs) AKE LB M4l
R, BRI S IE E IR BB B A . AR 3 [ ™ R S
BN Z —, NYDFS 1 LA XS oAt G 22 15 HR M 8 WL AL 7 AR 7R Y8 R

The New York Department of Financial Services (NYDEFS), established in

7

2011, is the result of the merger of the former New York State Banking
Department and the Insurance Department. Its primary responsibilities include
regulating banks, insurance companies, money service businesses (MSBs), and
virtual currency companies, ensuring their compliant operations and protecting
consumer rights. As one of the most stringent financial regulatory agencies in the

United States, NYDFS's regulations often serve as a model for other states and
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even federal regulatory bodies.

b B A 4R, SRR (Fintech) FIRVA K R AEAS B R AE 4 Rl ik
FHRMARGEREE. TWRAERRITIG . BrX M R1%, EEXHR
BEAN TR RESE B MNBOR, B EEAR SRS 05 T, SR,
B BRI K, W% 22 4 A CHE e RL ) el B H 2 R HY o Rl E, NYDFS £
5 BRI W AR U, W DR AL BE 6 E O B 22 42 AT RERL HY
RPN, ARAFAEAREIH . Nk, WL INAE Sl a8 20 avE AT,
HE 1A AI ML, IX LI AE %A T TH 24X A A 29 M 2w 4ilk 50 52 5
yfir B 32 ALY MG N AR AR T RO R B2

With the passage of time, the rapid development of financial technology
(Fintech) has made the application of information technology in financial
services essential. Whether it is online banking services, digital payment systems,
or emerging technologies such as blockchain and artificial intelligence,
information technology has become a core competence of financial institutions.
However, with the popularization of technology, cybersecurity and data privacy
issues have become increasingly prominent. As a result, NYDFS regulation in the
field of information technology has become particularly important to ensure that
financial institutions can take full advantage of technological innovation while
maintaining security and privacy. To this end, New York State, as the forefront of
financial market management, has formulated relevant state laws, which in all
aspects of the company in New York or the destination of the trading place is

New York State enterprises have relatively strict constraints.

NYDFS & {5 BB ARG K B Hr =M
Recent Regulations by NYDFS in Information Technology

ICEEK, NYDFS fill @ MEIT 1 — R 5K TE B EARIEM, U2
LA SR B EE AL, R AT AN B 2 e g L bris FJF Has 7 7 A A
Tk, HARRGIR P2 T —ADET, AEEZEET U EZME B,
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In recent years, NYDFS has developed and amended a series of regulations
regarding information technology. Below are some key regulations, with the first
two already implemented and resulting in significant fines. Specific case studies
will be provided in the next chapter. This chapter mainly gives an overview of
some important provisions to give readers a preliminary understanding.

1.NYDFS W % %2 4 Z 3R ( Cybersecurity Requirements for Financial
Services Companies, X.# 23 NYCRR 500)

NYDFS Cybersecurity Requirements for Financial Services Companies (23
NYCRR 500)

-SR] iZARLT 2017 4R 3 H 1 HIERZERL, & NYDFS &A%
PR —.

Effective Date: This regulation came into effect on March 1, 2017, and is
one of NYDFS's most representative regulations.

SEBENE: ZIEESRFTA 7E NYDFS 455 R 10 & bR i 8 - S2 i 4
T PR 2% 22 A ik Rl o BoAR B SRAUHE 5 WIHEAT AR PRAL o S R e 2 TR
RS E . AT 2 R EFONE. PLREm HEE R ZEE (CISO) st
Lok =

Main Content: The regulation requires all financial institutions under
NYDFS jurisdiction to develop and implement comprehensive cybersecurity
programs. Specific requirements include regular risk assessments, the
establishment of incident response plans, encryption of sensitive data,
implementation of multi-factor authentication, and the appointment of a Chief
Information Security Officer (CISO) responsible for cybersecurity matters.

SSEHTIE L. 2023 4, NYDFS XZiE BT 7B, Brdh 18X s g
25 B BT AR T, IR oA 1O B = A N R 1R I 48 2 4 R

Update Status: In 2023, NYDFS amended this regulation to include
additional defenses against advanced cyber threats and strengthened

cybersecurity requirements for third-party vendors.
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2.NYDFS E#l % Mk %W (BitLicense, 23 NYCRR 200)

NYDFS Virtual Currency Business Licensing (BitLicense, 23 NYCRR 200)

SSERERS A 2015 F 6 HAERL, LA XS AEA L NIz & 1 kR 0L 5% ol
% .

Effective Date: Came into effect in June 2015, specifically targeting virtual
currency businesses operating in New York State.

-FEENE ZIEMAE, AR LI I R AU, BT A DG 5 1) Al
13815 NYDFS [ ¥F Al (BitLicense) o HUIE VR AT 0 4k 75 B350 2 A% 11 & 0
FOR, WIRAEP RAREARZR . il M 2% 24t R) L ST ik (AML) #
€, LA E WM NYDFS #3245

Main Content: The regulation stipulates that any business engaged in virtual
currency activities in New York State must obtain a license from NYDFS
(BitLicense). Companies applying for the license must meet strict compliance
requirements, including maintaining minimum capital requirements, developing
cybersecurity programs, complying with Anti-Money Laundering (AML)
regulations, and regularly submitting reports to NYDFS.

- DL 2024 £F, NYDFS tHRIGIAFHIRE, 83— e L 6t m
A2 57 G HIIRAE, B0 B e I B R SRONTRS 2 7 B 7 (R A A DR 7 4 i

Update Status: In 2024, NYDFS plans to introduce new regulations to
further regulate the operation of virtual currency trading platforms, including
higher transparency requirements and additional protections for customer assets.

3BIERRFAFE R E R ER (Proposed Consumer Data Privacy Law)

Proposed Consumer Data Privacy Law

SR BEAEVH O N B R AR VR E BT, NYDFS $2 UG i — TiUE
MERERE RS, Dt— BRI ERENDAER .

Background: As consumer concerns about data privacy increase, NYDFS
has proposed a new consumer data privacy law to further protect consumers'

personal information.

-EENE ZIRR IR . AR E S P R,
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EAE ™R IR AARR A, RO OREE 22 4tk . BEA, VESRIEHE 1 H B E R
FA NEH BUCH] B 5 1R B W] B3 A0 i 4 T 385 715 AL

Main Content: The proposed law requires financial institutions to follow
strict privacy standards and ensure the security of data when collecting, storing,
and processing customer data. Additionally, the law provides consumers with
rights to their personal data, including access rights, deletion rights, and data
portability rights.

SSERET S HERTOHRAE 2024 SER A, JRRAEE T S —EN
5 S it o

Implementation Prospects: This law is expected to pass in mid-2024 and will

be implemented within a year after its passage.

E31pigiis
Case Studies

PRI R M E WG 3, NYDFS &3 1 280 S A5 B AR A F A Rz )
B BRI RS, PN I RAEACRIER RG], KRG NEE
BAT AN —FMEE R, IF BRI e 2 A FE:

In its regulatory activities in recent years, NYDFS has dealt with a number
of cases involving information technology and other virtual currency transactions.
The following are a few representative cases, which are first-hand website
information that the author found on his own, and each has a hefty fine:

AR FiER NYDFS M& 2 2B RIRH .

Cases of Violating NYDFS Cybersecurity Requirements

1.Residential Mortgage Services A %] (PA FEi#8 RMS A F]) HHRH!

Case of Residential Mortgage Services (RMS)

-5t 2020 £F, NYDFS /£ KK &EH, KL RMS 27 T 2019 FA74E

D EBEREE. T NYDFS BB 75 A W G RlR 55 R EL AT S AR BRSO 1k R 2% 22
2 AE-RMS 2 \] R Be i & X 2% e T 5 7 A1 20 J5 R AL N8 ) (“Department of
Financial Services Announces Cybersecurity Settlement With Mortgage Lender-Residential
Mortgage Services Failed to Report a Cyber Breach Exposing New York Residents' Private
Data”) , NYDFS =W, 5F 2021 43 A 21 H, &T
https://www.dfs.ny.gov/reports_and_publications/press_releases/pr202103031.
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— S Y 4% 22 4 R FAE OF B2 R RS OF B SO RS 45 NYDFS, XA E
1 NYDFS (2% 2 420k (AR E, #iR ESCHREIR 23 NYCRR 500 2
720 o R ) IR R S e A TR AR AT 7] RMS 57 T
FL - BRI, I TR A B R U N B R B IR N
Background: In 2020, NYDFS discovered during an inspection that RMS
had a cybersecurity violation in 2019 and deliberately concealed it without
promptly reporting it to NYDFS, violating NYDFS cybersecurity requirements
(specifically, Section 17 of 23 NYCRR 500). The violation involved unauthorized
access to RMS employees' email accounts through external ports, leading to
access to a large amount of sensitive personal data of mortgage applicants.

RMS F& — AR NARY, H 2R — AN 56 [ AR5 B KR 25 W by & R AL 25 R by
ORI R AR, XM B S EBORE R A NBURERE SR, R
H BB 13 SO AR R S 0 XU

RMS is a private company, but it is one of the largest companies in the
United States that provides a variety of home loans to homebuyers, and this
breach will lead to the outflow of a large number of customers' personal sensitive
data, and has the potential to lead to other criminal cases.

NYDFS 7 Hxf #h B b, BIEf 7 RMS A 1) 8. 1. R R 4 i
REE AT . 2.3 5] N B IF 35 78 70 B ML A BEAT XU PP Al

In its external statement, NYDFS clarified the problems of RMS Company:
1. Failure to report this violation in a timely manner. 2. There is no adequate
internal mechanism for risk assessment.

SR XU AT UM, RMS A R B & 4%% T NYDFS [ 150 /53670
HISTAL §T, JF H4%% NYDFS #— RV SCER, 34T 726 N8 &
ZEEGMHEE.

Outcome: After negotiations, RMS agreed to a $1.5 million fine from
NYDFS and accepted a series of remediation requirements, including an internal

review of its data security compliance.
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2P BEH AT EMRHI? (%A 7 £ F First Unum Life Insurance
Company of America and Paul Revere Life Insurance Company, AN—/N41%8Fr
Erinw, EERMESE R SRR

Case of Unum Group (First Unum Life Insurance Company of America and
Paul Revere Life Insurance Company is a New York Stock Exchange listed
company that provides home insurance financial services)

-1 RALT AT, NYDES £ — Ik fa & o, KB GN 4R A1 22 =] 1 2018,
2019 PEEAFAE 2% 2 g, BRI &, 2 2 7] M 80E R g AE bk iy 4
2 7 RERAMGNaLELT, WS ECRE NG RE R OB E B,
NIRRT, BRI A F IR B NYDFS W 45 22 4= rh 5K 1 24 7] [ K
WK “Z HRF RINIERS” (Multi-Factor Authentication, & # MFA) , 1%
O3 w2 I AT A BB AE B U5 R AN 5 8 | T 2 45 BV BUE S B
HAZ AL HE, X NE & T NYDFS #4522 4 25K (23 NYCRR 500 55 12 2641
KHMUE) o MIZER AR EILE 2018, 2019 EH K NYDFS & &1, ¥iifrix
TR SR EAT 1 KR -

Background: Similar to the previous case, NYDFS discovered during an
inspection that Unum Group had cybersecurity incidents in 2018 and 2019.
Specifically, the company's data system suffered phishing attacks from hackers
during these years, resulting in the leakage of critical information of life
insurance customers. One of the most obvious is that the company did not comply
with the NYDFS cybersecurity requirements of the company firewall to adopt
"Multi-Factor Authentication system" (MFA), any access to sensitive information
at the time did not require the approval of the company's Chief Security

Information Officer or higher level of review, which is a violation of NYDFS

2 HAEMIVE. Mk T NYDFS BB 7 A M (emlikss RS Lacewell B AT 5 JL 40 a4
N T I N 4 w22 A LT A e U AN AR [ 8 )R RE SEEIE 2 IR R B A B, RO IR
Mg Bt 2 H#, Bk JIHRER D AN ANEHE)  (“DFS Superintendent
Lacewell Announces Cybersecurity Settlement with First Unum and Paul Revere Life
Insurance Companies

DFS Investigation Uncovers First Unum Life Insurance Company of America and Paul
Revere Life Insurance Company

Failed to Implement Multi-Factor Authentication, Falling Victim to Two Phishing Attacks
that Exposed Consumers’ Personal and Private Data”) , NYDFS &8, ¥ 2021 45 A

13 H, # T https://www.dfs.ny.gov/reports_and_publications/press_releases/pr202105131.
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cybersecurity requirements (23 NYCRR 500 Section 12). However, in two
NYDEFS reviews in 2018 and 2019, the group falsely claimed that they are in
accordance with the requirements of the regulations, which can be regarded as a
cheating and concealing before NYDFS examination.

SR BT AT, U A A F & A5 T NYDFS H) 180
JiZE T T A AR ST, I H4%252 NYDFS B — RFI B ER, 17T 7 AR N
HE % s A .

Outcome: After negotiations, Unum Group agreed to a $1.8 million fine
from NYDFS and accepted a series of remediation requirements, including an
internal review of its data security compliance.

ERpER S, R T NYDFS X P4 2 e e R AL, o0 Hofth
PURHE 2 1 E R AR, (el Thnom B B (0 W0 48 22 48 . W]t ] DUE
E 2 B < RS, AN 8 B FR VA2 9 B S, SEC SR ENIIE 728 5 2% b 4
WA E , HE B SCIERT 5 e . 2 &) e L 0 F ALK BT 78 Hh (192 VA
HEAREAT v #H, Hoy—B#ATEE, a2 RkMETER, NYDFS 1
N ADMEESATIY, TS B2 =] E 2w D14 ok R i
FERIAL TR i, AT e AR T RS R, I HiE AR a %
BT RER, JFHEMATES, BN gkEE R,

These two incidents highlight the importance NYDFS places on
cybersecurity compliance and serve as a warning to other financial institutions to
strengthen their own cybersecurity measures. At the same time, it can be seen that
financial institutions in the United States should not only comply with federal
laws and regulations and the relevant regulations of the SEC, but also pay
attention to the laws and regulations of the place where the transaction is located
and where the company sets up its office, and can not be perfunctory, because
once the reverse investigation is carried out, the fine will be disastrous. As a state
law enforcement agency, NYDFS will not only comply with the relevant laws and
regulations. Not only to the violation of the company to admonishment, ordered
to correct the minor punitive measures, the amount of fines is basically millions

of dollars, and there are subsequent rectification plan requirements, and will be
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reviewed, if not passed, continue to rectify.

R EAF BT R W T O RAR ™ S, B4 A kT R
BT B R S A9 L 2 A 25 T 44 Y

If a million dollar fine is not a serious matter, then the following fine case
concerning virtual currency should be world famous.

B. BB AL 5 F 6 HIE MR

Violations in Virtual Currency Trading Platforms

XHEAAH R EG, £ GGT AnlNFEF], %A 7 4FK Genesis Global
Trading, HAT2# NYDFS MBI MAZ 5 MBI R ML 56, H
WAL Gy EIEAE L F] 8000 /L NI

Here is only one case, which is the case of GGT Company, whose full name
is Genesis Global Trading. At present, it is a virtual currency trading platform
whose virtual currency trading license has been revoked by NYDFS. Its trading
volume once reached 800 billion yuan at its peak.

- 5t: 2024 1 H, {£ NYDFS HHEA— 43 [A &4 (consent order, —
FE AR X7 [ RO A BN AT e BRI 4) 1, SRzt AR
AR s R IE, OF BAFAE E PRt m) i, B A RE A BT A
Gy, JF HAR L 8000 7336 7o HY R AN 1 o %k T B 4 PR B i e 1v] @ 5 i
BR N F ZOIBNEM, EARRA LR . XRHE E M NYDFS X H
R AIDEEEE

Background: In January 2024, a consent order issued by NYDFS (a legal
order agreed upon by both parties and recognized by the court) revealed that the
platform had significant data risk control issues and was involved in international
money laundering. Consequently, its virtual currency trading license was revoked,
and it was fined a staggering $80 million. The data management violations were
similar to those in the previous cases, so they will not be repeated here. This

section focuses on NYDFS's allegations regarding money laundering.

SHARL TN RIS
https://www.dfs.ny.gov/system/files/documents/2024/01/ea20240104 genesis_global trading
_inc.pdf (] NYDFS & 77 [ [7] & 4
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WYX AR LN, GGT A JF R MUE T & 23 NYCFRR
200 FLE H T EOR B S PR R H AL, I HO T A B RN B BEAT A0Sk
HAR, IR I SL AR A RO B =T B S e R AZ AL, RIS P9 B D 5T

B % IR BE N LA W IBURBEAT BRI T 5 2, HEARSEF R,

A P RS a2k

According to the content of this consent order, GGT Company did not
effectively establish an anti-money laundering audit mechanism in accordance
with the requirements of 23 NYCFRR 200, and did not truthfully declare
overseas asset investment, and did not establish an effective third-party
supervision anti-money laundering audit mechanism. Even if the internal audit
function does not have sufficient authority to access all the information, even in
the service contract, there is no mention of money laundering and other
consequences...

454 NYDFS 7£47 T GGT A m 2 XK BUHL =5, GGT ARBAEH
IAZE| NYDFS HHUAM S, &2 S EURIRPEMmE, FFA LR M 8000 73384/
T 45 o

Outcome: Despite being given multiple opportunities to rectify the situation,
GGT failed to meet NYDFS's expectations, ultimately resulting in the revocation
of its license and an $80 million fine.

XA EARFN, R NYDFS X R BT A7 ML B i H O™, Rk
PZAT MV A MY 75 5 v A R DL G SR AR AL 5T

The impact of this case shows that the NYDFS is increasingly strict in the
regulation of the virtual currency industry, and companies in the industry need to

pay more attention to compliance in the future to avoid similar penalties.

NYDFS FJRRK B HE
Future Outlook for NYDFS
JE KK, NYDFS K 7E(5 B A W 74k st o s A . Wit
NYDFS ¥t — 2 B 2% 22 ki, AN H & 228 I 28 gl . 1tk 4h,
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bt K 0L 0% RN X ek 2 R (1 g, NYDFS A Re <2 &8 S ez 1T 30
ARE, DL RIZ L M BORAE S AR T 2 418

Looking ahead, NYDFS will continue to play a key role in information
technology regulation. It is expected that NYDFS will further update
cybersecurity regulations to address increasingly complex cyber threats.
Additionally, as virtual currency and blockchain technologies develop, NYDFS
may introduce new regulations or revise existing ones to ensure these emerging
technologies operate safely within a compliant framework.

NYDFS &K e N T8 68 (AD FINLER S I E SRR % iR, i
EARTE T, PP EOR G 5 XU B B2 (] R &R .

NYDFS will also focus on the application of Artificial Intelligence (AI) and
Machine Learning in financial services, developing guidelines to balance
technological innovation with risk management.

HAKTTF , NYDFS X T <l i B & H AR AR K, JF HARSG
RIEFRHEIFA e a8 5E , 7 BRI AR % PR 22 =] 1 AN B 1 BEAT A [5) (1) 5 A%
AR L 0] LLZ % https://www.dfs.ny.gov/virtual currency businesses, {H & il
[Fl 25 Z BT UL, AT AR 50 T ARAT b i B A R U R 4 i 0 2 5 5 M ) [ A sk
TEE, B S 2 AT 1 S AR AR AR 2 4%, JFHaBla
FEIt. AT E R EUERE B RE AN (Certified Information Privacy
Professional/United States (CIPP/US)) 2 29 M kA2 Imit 4T A /EXF NYDFS
&t KB AU B2 1 B At e A A S IS .

Specifically, NYDFS holds significant authority in financial management
compliance and risk control, with standards that are not entirely fixed and may
require different assessments based on the company's circumstances. For more
details, you can refer to https://www.dfs.ny.gov/virtual currency businesses.
However, as mentioned earlier, any supervision application or annual review
related to banking supervision requires collaboration with professional teams due
to the complexity and costs involved, often amounting to millions of dollars. It
may require cooperation between a Certified Information Privacy

Professional/United States (CIPP/US) and a New York State practicing lawyer to
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apply for virtual currency or other financial compliance annual reviews with
NYDEFS.

HHT, NYDFS FiH £ iR O — 22 B AR i, BRI 5 s 2 £ 2024
1L AL, BAKPREE B4 EBAE %N 1Y) compensating control AN FRIE A,
U AR AE M AT AN AT B2, TR K THN NYDFS 1) %8 B ok ul o 31 2 B R
o

Currently, NYDFS is expected to cancel some compensating controls by the
end of the year, specifically around November 2024. This includes the minimum
requirement for external transmission encryption. If these are not rectified by
then, companies may face NYDFS remediation requirements or even direct fines.

&
Conclusion

NYDFS 7E{5 B SRR L E MR AL M ST L ey, W
NEFRG RN SOt T EEZRG NS H . W i ™ R R A A AR
WiEAT 5, NYDFS #iff 7 &L RESS 2 4. & IR S B SoR 8%
KK, BEERARKAWEL, NYDFS BB HE 2 ok RF L AL, o — PN
5] 7 4 TR < i B v 00 403 LA

NYDEFS's regulation in the field of information technology is not only the
cornerstone of New York State's financial market security but also provides a
crucial compliance reference for global financial institutions. By establishing
stringent laws and proactive enforcement actions, NYDFS ensures that financial
institutions can safely and compliantly utilize technological innovations. In the
future, as technology continues to advance, NYDFS's regulatory framework will
continue to evolve, further solidifying its leadership in global financial

regulation.

CASCHR i H 28 A 0 25 55 BTl e AR A fAE s
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PR I [ PN T S T A S IR R SO PR AR 2R A R AR A i o s 2
FPhik, VF2 Al R R AR TR0 U K R JEH R B AR S G T Ak,
RN B ie g sk — R MBNERAE P R S R A R, R
SR I . IR, “HiE” AR 2 [ Al R TE R R R, %
B b, oA AT DA 90 g S A R g AR B A, ST RS A b B - A
Ry R o AR T SEROPRAL T, ARk SR R S DT 1A R S N W &, B EIOA
A B TR S K R R . AR SC B TEIR AT T AR E ARG TS 5
NEEANERT S 2 AR, B KRG AT AR RS
BYERE, TRV RN I AN 3 (0 rp A 4R L A i T BB K 2 5 1R R

01 4 H B R KIR R
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